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3GPP TS27.007 AT command set for User Equipment (UE)
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3GPP
AES
AT
BSP
CoAP
DES
HAL
HSM
IoT
MQTT
(0N
OTA
RSA
SHA
UTRA

3rd Generation Partnership Project
Advanced Encryption Standard
Attention

board support package

the Constrained Application Protocol
Data Encryption Standard

Hardware Abstract Layer

Hardware Security Module

Internet of Things

Message Queue Telemetry Transport
Operating System

Over the AirTechnology
Rivest-Shamir-Adleman

Secure Hash Algorithm

Universal Terrestrial Radio Access
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Mt 3R A

(BERMERR)
BE1RLE B E3GPPAR

NB JzAGIHBAE I3, MOEAE 41 R 3GPPARE .

TS36.
TS36.
TS36.
TS36.
TS36.
TS36.
TS36.
TS36.
TS36.
TS36.
TS36.
TS36.
TS36.

(UE)

TS24,
5GIE [ 1 =X,
TS38. 101-1

101
133
211
212
213
214
304
306
321
322
323
331
509

301

Standalone

TS38.101-2

Standalone

TS38.101-3

(E-UTRA) ; User Equipment (UE) radio transmission and reception

(E-UTRA) ; Requirements for support of radio resource management
(E-UTRA) Physical Channels and Modulation

(E-UTRA) Multiplexing and Channel Coding

(E-UTRA) Physical layer procedures

(E-UTRA) Physical layer measurements
(E-UTRA) ; User Equipment (UE) procedures in idle mode

(E-UTRA) ; User Equipment (UE) radio access capabilities

(E-UTRA) ; Medium Access Control (MAC) protocol specification

(E-UTRA) ; Radio Link Control (RLC) protocol specification

(E-UTRA) ; Packet Data Convergence Protocol (PDCP) specification

(E-UTRA) ; Radio Resource Control (RRC):; Protocol specification

E-UTRA) and (EPC); Special conformance testing functions for User Equipment

(NAS) protocol for Evolved Packet System (EPS); Stage 3
JL AT Gl 3GPPRRHE

NR:

NR:

User Equipment (UE) radio transmission and reception; Part 1: Range 1

User Equipment (UE) radio transmission and reception; Part 2: Range 2

NR; User Equipment (UE) radio transmission and reception; Part 3: Range 1 and

Range 2 Interworking operation with other radios

TS38.101-4 NR; User Equipment (UE) radio transmission and reception; Part 4: Performance

requirements

TS38.
TS38.
TS38.
TS38.
TS38.
TS38.
TS38.
TS38.
TS38.
TS38.

TS38.
TS38.

frequency band

133
201
202
211
212
213
214
215
304
305

306
307

NR:
NR:
NR:
NR:
NR:
NR:
NR:
NR:
NR:

Requirements for support of radio resource management
Physical layer; General description

Services provided by the physical layer

Physical channels and modulation

Multiplexing and channel coding

Physical layer procedures for control

Physical layer procedures for data

Physical layer measurements

User Equipment (UE) procedures in idle mode and in RRC Inactive state

NG Radio Access Network (NG-RAN); Stage 2 functional specification of User
Equipment (UE) positioning in NG-RAN

NR:

User Equipment (UE) radio access capabilities

NR; Requirements on User Equipment’s (UEs) supporting a release—independent



T11/A11 020-2021

TS38.
TS38.
TS38.
TS38.
TS38.
TS38.

321
322
323
324
331
509

NR; Medium Access Control (MAC) protocol specification
NR; Radio Link Control (RLC) protocol specification

NR; Packet Data Convergence Protocol (PDCP) specification
NR; Service Data Protocol (SDAP) specification

NR; Radio Resource Control (RRC); Protocol specification

5GS; Special conformance testing functions for User Equipment (UE)
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(FERMMEMR)
FEEIFRIRERIBIEIELE AT H S

WEEARTIAT S, BE3GPP TS27. 007 AT command set for User Equipment (UE).
1B Tl BB S AR IR EAR K@ E A, 5 Tk BB bR R NT A DCHIAT A2, & R WLERB. 1.
B EFNFRIREMABEIEE AT SR

75 & K 4 KA it
1 AT+ITIDADDCERT PAT TS ERNY e
2 AT+ITIDDELCCERT PAT TS AT AIE M
3 AT+ITIDIDWRITE PAT IS FRRB AN
4 AT+ITIDIDREAD PAT IS FRIFEEEL
5 AT+ITIDIDDEL PAT IS P U B
6 AT+ITIDIDMODIFY PAT A4 PR B
7 AT+ITIDSIGN PAT 4 B4
8 AT+ITIDVERTFY AT 2 062
9 AT+TTIDENCRYPT AT AL s
10 AT+ITIDDECRYPT PAT T4 B fn s

AT 246 SRl i F

1. FBiEkEsx

AT

AT+ITIDADDCERT=type, cert, cert len

ﬁ@:

<CR><LF>0K<CR><LF>

5

<CR><LF>ERRORCCR><LF>

S

type: Hi%kEAY

0: RSA with PAD PKCS1
1: SM2

cert: ~EAMH

cert len : NEHKE
2 SEAEMIR

AT
AT+ITIDDELCCERT=type
ﬁ@:
<CR><LF>0K<CR><LF>
1Y
<CR><LF>ERROR<CR><LF>
ZH.

type: Hy%kEAY

0: RSA
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1: SM2
3. WRIRBA

AT

AT+ITIDIDWRITE=data, data_len

R [A] ;

<CR><LF>0K<CR><LF>

5

<CR><LF>ERROR<CR><LF>

ZH

data: FF5 AW TALFRIRID (%)
data len: 55 N TALFRIRIDEIEHEK
4, PRIRBEEL

AT

AT+ITIDIDREAD

IR [A] ;

<CR>LF>+ IIIDIDREAD:data, data len<{CR><LF>
<CR><LF>0K<CR><LF>

1

<CR><LF>ERROR<CR><LF>

S

data: TMKHRIRID

data len: TOVFRIRIDAEHEKE

5. PRIk

AT

AT+ITIDIDDEL

IR [A] ;

<CR><LF>0K<CR><LF>

5

<CR><LF>ERROR<CR><LF>

S8/

6. PRIRIEE

AT

AT+IIIDIDMODIFY=data, data len

R [A] ;

<CR><LF>0K<CR><LF>

1

<CR><LF>ERROR<CR><LF>

S

data: FF5 AW TALFRIRID (%)
data len: 55 N TALFRIRIDEIEHEK &
7. %A

AT

AT+ITIDSIGN=data, data_len



R[] .
{CR>XLF>+IIIDSIGN:signed data, signed 1en<CR><LF>
<CR><LF>0KLCR><LE>

o

{CR><LF>ERROR<CR><LF>

ZH

data: FF2E% AR

data len: L HIKE

signed data: 24 5 HEHE

8. SrRE

AT
AT+ITIDVERIFY=data, data_len, signed data, signed data len
AR

<CR><LF>0KLCR><LE>

[

{CR><LF>ERROR<CR><LF>

ZH

data: REZEAMHE

data len: KRZ4ZHNERIKE

signed data: 244 5 HIEHE

signed data len: 2544 J5 8k FK

9. HE N

AT

AT+ITIDENCRYPT=data, data_len

R[] .
{CR>LF>+ITIDENCRYPT:encrypted data, encrypted data 1en<CR><LF>
<CR><LF>0KLCR><LE>

o

{CR><LF>ERROR<CR><LF>

ZH

data: AF 0% B SO

data len: 13 0% i) W] SCEUHE K

encrypted data: JN%Z )5 HIEHE

encrypted data len: JNZJ5HIEHEKE

10. BiEME

AT

AT+ITIDDECRYPT= encrypted_data, encrypted data len
R[] .
{CR>LF>+ITIDDECRYPT:decrypted data, decrypted data_ 1en<CR><LF>
{CR><LF>0KLCR><LE>

[

{CR><LF>ERROR<CR><LF>

ZH
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encrypted data:fFEZHIHIE
encrypted data len: FFfEZMIEIEKE
decrypted data: fiB% )5 HIEE
decrypted data len: f#%)5HIEHRIIKE
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